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Soft faults in navigation sensors will lead to the degradation of the accuracy and reliability of integrated navigation system. To
solve this problem, a wavelet analysis and signal singularities based soft fault detection method are given out. To find signal
singularities and detect the faults, the modulus maxima values are calculated after the wavelet transform of original signal. By
calculating the Lipschitz exponent using the modulus maxima value at the fault point, the fault types are distinguished. Then, a fault-
tolerant federated filtering algorithm for the calibration of INS/GPS/DVL integrated navigation system is proposed. Simulations
are conducted and results show that sensor soft faults can be detected accurately. By effectively isolating the fault and refactoring
information, the accuracy and reliability of navigation system are improved.

1. Introduction

Higher standards for the accuracy and reliability of naviga-
tion systems are required with the development of modern
ship, aircraft, and land vehicle. Device redundancy and
estimator based analytical redundancy are the two most
effective methods of improving the accuracy and reliability
of system [1].

Device redundancy appears to be a simple and efficient
approach to improve the performance of navigation system
[2]. Both system level and sensor level redundancy are
considerable, and most of the system redundancies are in
the form of integrated navigation system. And INS/GPS/DVL
integrated navigation system is widely used in vehicles. Iner-
tial navigation system (INS) has been usually selected as the
core of integrated systems for its outstanding characters, such
as high-accuracy, self-contained, and jam-proof. Meanwhile,
global position system (GPS) and Doppler velocity log (DVL)
commonly play the external auxiliary roles, because their
navigation errors do not accumulate with time [3]. They also
provide the position and velocity for the calibration and reset
of INS. That means that the performance of GPS and DVL

will affect the calibration accuracy of INS directly as well as
the entire INS/GPS/DVL integrated navigation system. As
for the entire calibration process for INS, it is necessary to
guarantee the accuracy and reliability of external information
[4]. Otherwise, the gyroscope drifts cannot be estimated and
the error of external information will be introduced.

Estimator based analytical redundancy method is another
effective solution [5, 6]. The estimated information predicted
by using system mathematical model is introduced, then
conduct data fusion by estimator (i.e., Kalman filter) so that
almost all outputs of different kinds of sensors can be fully
used. However, the fault of sensors might happen, which must
be detected and processed. Kalman filter based fault detection
methods are commonly used in integrated navigation system,
especially y* detection method.

In x* detection method, faults are detected by comparing
the assumptive mean and variance with those of constructed
n-dimension Gaussian variables, which is easy to realize.
However, this method insensitive and large-delay for the
detection of soft faults, and the type of fault cannot be
accurately determined. In the integrated system, there are two
most common sensor faults: (1) step error caused by clock
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jumping and power fluctuation in GPS; (2) slope error caused
by clock drift and the inaccuracy of rail parameter model [7].
To solve the problems above, a sensor fault detec-
tion method based on wavelet analysis and signal sin-
gularities is put forward, and a fault-tolerant federated
filter for INS/GPS/DVL integrated navigation system is
designed. In Section 2, signal fault detection method based
on wavelet modulus maxima is introduced, and the relation-
ships between signal singularity and modulus maxima are
given out, and by searching modulus maxima the fault can
be accurately positioned. In Section 3, fault type detection
method based on the calculation of signal Lipschitz exponent
is proposed. In Section 4, by utilizing the proposed fault
detection method, a fault-tolerant federated filter for the
calibration progress in INS/GPS/DVL integrated navigation
system is designed. And in Section 5, simulations for fault-
tolerant federated filter in calibration application are con-
ducted. Finally, the conclusions are given in Section 6.

2. Signal Singularity Detection Method Based
on Wavelet Analysis

2.1. Wavelet Transform and Modulus Maxima. Wavelet anal-
ysis is an efficient signal analysis tool and has been widely
used in signal process [8, 9]. Wavelet transform appears to be
extremely sensitive for the signal singularities, which makes
it highly appropriate for the fault signal detection. In this
transform, the original signal is processed by using wavelet
as follows:
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where the y(t) is mother wavelet, s is scale parameter, and u
is translation parameter.

By (1), with the decrease of |s|, the locality and resolution
in time domain of wavelet function are improved, and
resolution in frequency domain is reduced.

Assuming that wavelet y(t) and the sensor output signal
ft) € L2(R) are both real functions, scale parameter s > 0.
The continuous wavelet transform for f(t) can be calculated
as follows:

_ d _
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where “+” denotes the convolution operation and 0 is the
complex conjugate of 0.

As known from (3), under the determined scale s;, we
could obtain the local maxima of Wf(s, 1) when the deriva-
tive OW(sp,u)/ou = 0 at u = u,. If any points u within the
neighbourhood of v satisfy equation W (sy, ) < Wy (so, tg)
and any points ¢ within the left or right neighbourhood of
u, satisfy equation Wy (sy,u) < W(sy, ), we call the point
(80> Uy) as the extremum of the wavelet transform modulus
Wf(s, u) on the scale s, and IWf(so,uo)I as the modulus
maxima for the wavelet transform for the original f(t).

Due to the high-sampling ratio and nature discrete
characters for the output signals of navigation systems, the
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FIGURE 1: Signal singularities detection based on wavelet modulus
maxima.
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continuous wavelet transform leads to extremely heavy calcu-
lation burden. It seems impossible to implement continuous
wavelet transform in practical signal processing. Therefore,
binary wavelet transform is selected in this paper, which can
be seen as a compromise between continuous and discrete
wavelet transforms. And let s = 2/; the binary wavelet can
be expressed as

v, =2"y[27t-w] jezZ ueRr ()

Accordingly, the binary wavelet transform is

W, (2, u) =277 f:f(t)w [2’1' (%)

Signal singularities, which are the most important local
information of signals, can be inferred by searching the
modulus maxima. By calculating the modulus maxima on
different scales, the entire modulus maxima curve can be
obtained, and then we can observe the local signal singu-
larities. The relationships among the original signal and the
modulus maxima are shown in Figure 1.

As shown in Figurel, if the characteristics of signal
changes, their corresponding wavelet modulus appears as
maxima. This character can be utilized to detect and position
the sensor faults.

dt. (4)

2.2. Fault Positioning Based on Modulus Maxima Searching.
To detect the singularity of fault signal, we have to obtain
the curves of modulus maxima. And ad hoc algorithm is
commonly used in searching the points of modulus maxima
(10].

The specific steps of the algorithm are shown as follows.

(1) Choose Morlet wavelet basis and scale 2/ and process
the sensor output signal by using binary discrete
wavelet transform. The chosen scale should guarantee
that the signal extrema are dominated on the largest
scale and keep all the important singularities of
signal. In order to make the output signal meet the
requirement of real time for the integrated navigation
system, j = 5 is set.

(2) Assuming that the largest amplitude of extrema is M
on the largest scale, the extrema whose amplitudes
are smaller than M/j should be eliminated, that is,
because these extrema are mainly caused by noise.
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(3) For arbitrary extremum x, on scale 2/, its neighbour
points are x; and x,, and the manifold-points of x,
are x'1 should be in the interval L = [max(x,, x;), x,].
Among the points (a,, a,, ..., a,) have the same sign
with x, in the interval L, if a; satisfies |a, — x,| <
la; — xol/3,i = 1,2,...,n, k # i, a is the manifold-
point of x,. Otherwise, the point with the largest
amplitude is the manifold point of x,,. However, once
the amplitude of the manifold point is twice that of x,),
this point will be treated as the extrema of noise and
have to be eliminated [11].

(4) Repeat the process above until the scale is 27.

(5) Eliminate the maximum points on scale 2!, and use
the extrema on scale 2% So far, the search for the
modulus maxima on scales 2/ ~ 2! is completed.

Through the steps above, the modulus maxima on each
scale can be obtained as well as the modulus maxima curve.
According to the modulus maxima on fine scale, we can
accurately position the singular points and the moments of
sensor faults that occurred. However, only with these wavelet
modulus maxima, we still could not identify the types of
sensor faults.

3. Fault Type Detection Based on
Lipschitz Exponent

3.1. Lipschitz Exponent Characteristics of Signal Faults. Sin-
gularity refers to the signal with discontinuous points or
its derivative function is not continuous. Mathematically,
signal singularity is described by Lipschitz exponent [12]. The
type of sensor faults could be identified based on Lipschitz
exponent.

The Lipschitz exponent « of signal f(t) att = hy is defined
as follows. There are two constants M, hy(M > 0,h, > 0) and
a polynomial g,,(h). When h < hy, inequation is established
as

|f (ho + k) = g, (hy)| < M|h|". (5)

For any point h,, the polynomial g, (h) is uniquely deter-
mined. If f(¢) is n(n = |«]) order continuously differentiable
at point h, and its neighborhood, the g,(h) is equal to the
Taylor expansion of f(t) at point h. If function f(t) has
uniform Lipschitz exponent in any neighborhood of h; point
and o < n, f(t) is n order differentiable in this neighborhood
of point h. Therefore, a great Lipschitz exponent o means
better smoothness of signal and the smaller « characterizes
the singularities of f(¢).

As for the most typical sensor errors, the relationships
between slope error, step error, random noise error, and
Lipschitz exponents are given out.

(1) Assuming that f(t) is a step signal, we have
|f (B + 1) = g, ()| < OII". (6)

According to (5), the Lipschitz exponent « of step signal
at hy point is 0.

0 Point v

FIGURE 2: The conical surface composed of modulus maxima points.

(2) Assuming that f(t) is a slope signal, we have
|f (h +h) = g, (hy)| < OIAI". 7)

According to (5), the Lipschitz exponent « of slope signal
at by point is 1.

However, the Lipschitz exponents related to random
noise are usually less than 0, because Gaussian white noise
is a random distribution whose singularities are almost
everywhere. On this condition, the Lipschitz exponents are
negative and could be denoted as &« = —0.5 — ¢, Ve > 0.

3.2. Calculation of Signal Lipschitz Exponent. By analyzing
the relationship between the modulus maxima and signal
singularity, it is found that the attenuation of (Wi (s, u)l
could be controlled by its local maxima. Therefore, according
to the relationship between wavelet modulus maxima and
signal Lipschitz exponent, the calculation of signal Lipschitz
exponent can be realized [13].

Assuming that the compactly supported set of wavelet
function y is [-C,C] (C > 0) and when s < s, all the
modulus maxima points which converge to the point v are
located in the conical surface, which is denoted as [u—v| < Cs,
as shown in Figure 2.

Assuming the signal f(f) € L*(R) and its modulus
maximum values distribute within a conical surface. That is

t—1t,]*
|Wf (s,u)| < Aa®% |1+ |T0 ‘ (8)
where A is a constant.
'Wf (s, u)' < Aa™t0s, (9)

Calculating the logarithm for both sides of (9) and using
binary wavelet transform, it can be obtained that

log, W (27,1;)] < log,A + j (e +0.5). (10)

Equation (10) shows that the Lipschitz exponent value at
pointt, of f(t) depends on the attenuation of IWf(s, u)| under
fine scales. And whent = ¢, we get the following conclusions.

(a) If Lipschitz exponent « > 0, the modulus maxima is
proportional to the scale.



(b) If Lipschitz exponent o < 0, the modulus maxima is
inversely proportional to the scale.

(c) If Lipschitz exponent « = 0, the modulus maxima is
uncorrelated with the scale.

And for the next scale j + 1, we have
log, .Wf (2j+1,tj+1)| <log,A+(j+1)(a+05). (11)

Assuming that the equalities hold up in both (10) and (11),
the formula for the calculation of the Lipschitz exponents is
as follows:

a =log, [W; (27),¢,,,)| ~ log, |[W; (27,1;)] -05. (12)

Through the steps above, calculate the modulus max-
ima on every scale and draw the modulus maxima curve.
According to the modulus maxima on fine scale, we can
find the singular point position, namely, the moment of fault
occurrence.

Select the modulus maxima point on every scale calcu-
lated in step (6) and the logarithm of decomposition scale
as ordinate and abscissa, respectively. The slope of curve is
estimated by linear least squares, and Lipschitz exponent
can be obtained by subtracting 0.5 from the curve slope.
According to the Lipschitz exponent, we can distinguish the
fault type, and the fault information is provided for fault
detection and isolation module to dispose of the sensors with
faults.

4. Design for Fault-Tolerant Filtering Scheme

To maintain the high accuracy of INS/GPS/DVL integrated
navigation system for long term operation, comprehensive
calibration is one of the key technologies [14]. External
information of INS such as position provided by GPS is
introduced to estimate the gyroscope drifts and reset the
navigation information. Usually, this progress might last for
hours. Moreover, during the entire calibration phase, the
accuracy of external information must be maintained at a
stable level. However, the GPS signals appear to be easily
influenced by dynamic environment or human disturbances.

In order to guarantee the accuracy and reliability of
INS/GPS/DVL integrated navigation system, a fault detection
method based fault-tolerant filtering scheme for the calibra-
tion phase is presented. In this scheme, decentralized filter
is adopted; the fault detection method mentioned above is
used to process the outputs of the two subintegrated systems
INS/GPS and INS/DVL. And the diagram of this fault-
tolerant filtering algorithm is given in Figure 3.

As shown in Figure 3, position measurement Z;; is the
position difference between GPS and INS outputs, and veloc-
ity measurement Z;, is the velocity difference between DVL
and INS outputs. Then, Z;; and Z,, are processed through the
fault detection method based on binary wavelet transform
and Lipschitz exponent. Once faults are detected, the faults
can be quickly and accurately positioned and then the type
of fault would be obtained. Consequently, the fault sensor
would be isolated, and the corresponding output would be
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reconstructed to form measurement information Z,; and Z;;,
which are sent to subfilters. That means that the integrated
navigation system exhibits better fault-tolerant ability. With
more precise external navigation information, the integrated
system could normally output precise navigation information
and even sensor soft fault occurs.

4.1. State and Measurement Equations for Subfilter. Consid-
ering that the outputs from the sensors are different, we use
indirect method to estimate the navigation parameters. The
state vector of INS is selected as

T
X;=[0¢; OA; 6V, 6V, a By & ¢, ¢, ¢ ]

rx Er y &z

(13)

>

where 8¢, 8\ are the position errors of INS; 8V, 8V, are the
velocity errors of INS; «, 8 and y are attitude errors of INS;
& €, and ¢, are the gyro constant drifts; ¢,,, ¢,, and ¢, are
the gyro random drifts.

The state vector of GPS is selected as

X = [69g 0Ag]", (14)

where 8¢, A are the position error of GPS.
Position integrated mode is used for INS/GPS subfilter, so
the state equation and measurement equation are given by

X, F, 0][X, W,
. = +
Xg 0 F||Xs] " [Wg)”
- X
to=[1280] e ve

where F; is INS state transition matrix in [15]; Wy, W are the
system noise matrixes for INS and GPS, respectively; V5 is
measurement noise matrix; and H; is state transition matrix
for INS/GPS measurement equation. Consider

. (16)
WG = [wgo w)\] >

where w,,, w,, and w,, are system white noises of INS and
w,> w) are system white noise of GPS. Consider

-1 0
0 _1]. (17)

Using first order Markov process to complete the approx-
imate fitting, GPS state transition matrix F; can be expressed
as follows:

o O
o O
(=)
o O
o O
o O
o O
o O

000
000

1 1
F; = diag , , (18)
TGpsp TGPSA

where 7¢pg, and 7gpg) are the correlation times.
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FIGURE 3: The fault-tolerant federated filter based on fault detection method for INS/GPS/DVL integrated navigation system.

Velocity matching method is used in INS/DVL subfilter,
and the state equation and measurement equation are given

by
X _[E 0)[X ], [W)
X, [0 Fpl[Xp Wy’ )
_ VIx_VDx _ XI
ZID - [VIy _VDy] - HID [XD] i VID’

T .
where X, = [0Vp, 8Vp, Ok| is state vector of DVL
velocity estimation error, 8V, 8V}, are velocity error, and
Ok is scale error. Fj, is DVL state transition matrix:

)

where 7, 7, and 7, are Markov correlation time, W, is
system noise matrix, wp,., wp, are driven white noise,and V,
is measure noise matrix. Consider

Fo=diag| ——, 1 L
P & TDx’TDy,Tk

(20)

T

WG—[wa wDy] >
H 001000-V,000000-1 0 -V,
ID—OOOIOOVxOOOOOOO—l—Vy
(21)

4.2. INS/GPS/DVL Global Filter. To make the integrated
filter realizable for computer calculation, it is necessary
to discretize the state equation and measurement equation
mentioned above and then we have

Xp = Op e X + Iy Wiy,
(22)
Zk = Hka + Vk‘

Assuming that the local estimates are unrelated, the global
estimate can be expressed as

X, =P, (P}|X, +P,X,),
1 1\71 23)
P, = (P +P5,)

Local estimates (X;,X,) from the subfilters and their
covariance matrix (P, P,) are sent to master filter, and the
obtained results would integrate with master filter estimates
to get the global optimal estimates. Besides, global estimate
Xg and its covariance matrix P, which are amplified to be
Bi_ng (B; < 1), are feed back to sub filters, and estimates of
subfilter are reset as
Xy
-1
1

B

X,
(24)
Pii

P,

5. Simulation

5.1. Simulation for Fault Positioning. Compared with the
detection step error, slope error is more difficult to be
detected. Consequently, the slope error is selected to be
researched to verify the efficience of the proposed fault
detection method.

(1) Simulation conditions:

During 100~200 sampling points, the slope error is
added to the sensor signal.

(2) Simulation results:
As a comparison, the fault detection method based on

Gaussian wavelet transform is applied to faults detection; its
fault detection result is shown in Figure 4.
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FIGURE 4: Slope error detection based on Gaussian wavelet transform.
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FIGURE 5: Slope error detection by binary wavelet transform.

It is obvious that there is a time delay for the fault
detection algorithm based on Gaussian wavelet transform in
Figure 4. And the sensor faults cannot be efficiently detected
until the soft faults accumulate to a certain degree.

And the simulation result of the proposed fault detection
method based on binary wavelet transform and modulus
maxima is shown in Figure 5.

As known from Figure 5, the proposed fault detection
method can efficiently detect the slope error of sensor fault
and exhibits excellent accuracy for the fault positioning and
sensational resolution in time domain. However, with the
increase of the scale, multiple extrema appear in the signal
which are caused by noise, and some of extrema would
attenuate sharply or even disappear. However, those extrema
which have appeared in all scales would not attenuate. And
they are corresponding to the real singularities of signal.

5.2. Simulation for Fault Type Detection. The step fault and
slope fault are selected to analyze the fault type detection
performance of the proposed fault detection method.
During 100~200 sampling points, the constant error (to
form the step fault) and slope error are added in the sensor

TABLE 1: Lipschitz exponent «.

Step fault Slope fault
Theoretical value of « 0 1
Modulus maxima attenuation ratio 0.4737 1.5143
Measured value of « —-0.0263 1.0143

signals, respectively. The logarithm of modulus maxima is
calculated at u = 100, as shown in Figure 6.

In Figure 6, the logarithm curves of modulus maxima
exhibit obvious attenuation ratio at u = 100. In order to
identify the fault type, the attenuate ratio for logarithm curves
of modulus maxima with respect to the scales at u = 100
should be obtained. By using linear least square method, the
slope of curve on each scale of the curve can be estimated,
and the Lipschitz exponent can be obtained by subtracting
0.5 from the slope. As for the two kinds of faults, the scopes of
modulus maxima curves and Lipschitz exponents at u = 100
are shown in Table 1.

According to Table 1, the measured Lipschitz exponents
with respect to step fault and slope fault approximate to
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FIGURE 6: Logarithm curves of modulus maxima at u = 100.
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FIGURE 7: Gyro drifts estimation result.

their ideal values, respectively. By calculating the Lipschitz
exponent of signal, the fault type can be detected.

In conclusion, by searching wavelet modulus maxima on
different scales, the fault detection method based on modulus
maxima can accurately position fault points and distinguish
the fault type through Lipschitz exponent which is calculated
by the attenuation of wavelet modulus maxima.

5.3. Simulation for Fault-Tolerant Filter

(1) Assuming that initial latitude is ¢, = 30” and initial
longitude is A, = 120°, gyro constant drift is 0.01°/h;
heading angel is 45" and east velocity and north
velocity are 5 kn; simulation time is 5.5 h.

(2) INS/DVL/GPS integrated system is applied to cali-
bration. After 4-hour system work, inertial system is

calibrated by the gyro drift estimated and system error
information.

(3) Two conditions are involved in the calibration simu-
lation: (a) GPS without any fault; (b) GPS with slope
fault.

For the two conditions, the drift estimated results for east
and azimuth gyroscopes are given in Figure 7.

It is obvious from Figure 7 that on the no-faults condi-
tion the gyro drifts and position information can be well
estimated, especially since the estimation error for east gyro
drift is less than 10%. On the other hand, when slope fault
occurs, we cannot obtain the position measurement, and
the gyro drift estimation performance decreases, especially
since the estimate accuracy of the azimuth gyro drift is
seriously restricted by limited available information. Through



the detection and isolation of slope faults in INS/GPS subin-
tegrated system, such a single system fault will have no effect
on the output of SINS/DVL system but slightly decrease for
the position estimation comparing with the situation without
GPS faults.

6. Conclusion

This current work has presented a sensor fault detection
method based on binary wavelet transform, modulus max-
ima, and Lipschitz exponent. In this method, after binary
wavelet transform of original signal, sensor faults can be
accurately positioned by searching modulus maxima, and
the type of fault can be obtained by calculation of the
Lipschitz exponents. To guarantee the performance during
calibration phase for INS navigation errors, a developed
fault-tolerant federated filter for INS/GPS/DVL integrated
navigation system is proposed. Simulation shows that even
when GPS slope faults occur, INS/GPS/DVL system could
keep on providing reliable position information only with a
slight drop of positioning accuracy.
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