232 G. T. DUNCAN AND R. W. PEARSON

Ronald M. Dopkowski. Demographic Surveys Division. U.S.
Bureau of the Census, March 27.

Lunt, T. F., DENNING, D., ScueLL, R. R., HEckMAN, M. and
SHockLEY, W. R. (1988). Element-level classification with
A1l assurance. Computers and Security 7 73-81.

LUuxEMBOURG INCOME STUDY NEWSLETTER (1989). Timothy M.
Smeeding, Project Director. July, Vanderbilt Univ.,
Nashville, Tenn..

McGuckn, R. and NGUYEN, S. (1988a). Use of ‘surrogate files’
to conduct economic studies with longitudinal microdata. In
Proceedings of the Third Annual Research Conference. Bu-
reau of the Census, Washington, D.C.

McGuckin, R. and NeuvYen, S. (1988b). Public use microdata:
disclosure and usefulness. Center for Economic Studies
Discussion Paper. CES 88-3, September. U.S. Census
Bureau, Washington, D.C.

OFFICE OF FEDERAL STATISTICAL PoLICY AND STANDARDS (1978).
Report on Statistical Disclosure and Disclosure-Avoidance
Techniques. Statistical Policy Working Paper 2, U.S.
Department of Commerce. U.S. Government Printing
Office, Washington, D.C.

Paass, G. (1988). Disclosure risk and disclosure avoidance for
microdata. Journal of Business and Economic Statistics 6
487-500.

PaLLEY, M. A. and SMONOFF, J. S. (1986). Regression methodol-
ogy based disclosure of a statistical database. In Proceed-
ings of the Section on Survey Research Methods 382-387.
Amer. Statist. Assoc., Alexandria, Va.

Pearson, R. W. (1987). Researchers’ access to U.S. federal
statistics. Items 41 6-11.

RAINWATER, L. and SMEEDING, T. M. (1988). The Luxembourg
Income Study: the use of international telecommunications

Comment

Lawrence H. Cox

This article has many ideas to offer, and I am
mostly in agreement with the authors’ scenario for
the future. I will limit my comments to expanding
upon one technical area and suggesting a policy
area not discussed by the authors.

MATRIX MASKS

I applaud the characterization of certain data
masking techniques in terms of matrix operations
AXB + C on the original data matrix X, where
(A, B, C) may depend on X. This characterization
offers brevity in expresion and the opportunity to
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study and compare matrix masking methods using
standard tools. It will facilitate the development,
analysis and maintenance of computer programs to
perform data masking, and it also may attract the
attention of a wider class of researchers to prob-
lems in data masking.

However, the authors observe that the following
are not representable as matrix masks of the form
AXB + C: attribute-specific aggregation over
(selected sets of) records; data swapping among
some, but not all, attribute fields; (randomly)
rounding (all) entries of X; multiplication by ran-
dom noise generated independently; data grouping;
and truncation. These data masks indeed can be
represented as matrix masks, in some cases by
generalizing the definition of matrix mask to in-
clude sums or repeated application of elementary
matrix masks M = AXB + C and in other cases by
allowing more general arithmetic. Assume hence-
forth that X is an m X n matrix.
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