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Abstract. In the wake of controversy over allegations of espionage by Wen
Ho Lee, a nuclear scientist at the Department of Energy’s Los Alamos Na-
tional Laboratory, the department ordered that polygraph tests be given to
scientists working in similar positions. Soon thereafter, at the request of
Congress, the department asked the National Research Council (NRC) to
conduct a thorough study of polygraph testing’s ability to distinguish accu-
rately between lying and truth-telling across a variety of settings and exam-
inees, even in the face of countermeasures that may be employed to defeat
the test. This paper tells some of the story of the work of the Committee to
Review the Scientific Evidence on the Polygraph, its report and the reception
of that report by the U.S. government and Congress.
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1. INTRODUCTION Department of Energy’s Los Alamos National Labo-
ratory, and whether or not he “failed” polygraphs ad-

. . . ministered to him in 1998, the department ordered that
known more cglloqwally as thée detector—' s the polygraph tests be given to scientists working in similar
most fampus in a long line (.Jf technolgglcal tools positions. Soon thereafter, at the request of Congress,
aqd_techmques L!S‘*d for_detectlng deception and deter;[he department asked the National Research Council
mining truth._Unllke .earller technlques_, the polygraph_ (NRC) to conduct a thorough study of polygraph test-
makes plausible claims to have a basis in modern SC"ing’s ability to distinguish accurately between lying

ence because of its reliance on measures of physioy g tryth-telling across a variety of settings and exam-

logical processes. Over many decades, the polygraphpees; even in the face of countermeasures that may be
has become, for many in the law enforcement and in- g pioyed to defeat the test. The Committee to Review
telligence communities (including counterintelligence he scientific Evidence on the Polygraph was assem-
officials), the most valued method for identifying crim-  pjad in the fall of 2000 and held its first meeting in
inals, spies and saboteurs when direct evidence is IaCk‘January, 2001. The committee consisted of psycholo-
Ing. _ _ gists, psychophysiologists, lawyers, decision theorists,

In the wake of controversy over allegations of espi- ang statisticians. One of us served as committee chair
onage by Wen Ho Lee, a nuclear scientist at the U-S-(SEF) and the other as the study director (PCS).

By the time the committee’s study was released in

Sephen E. Fienberg is Maurice Falk University Pro- October 2002, the climate of public concern in the
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Pittsburgh, Pensylvania 15213, USA (e-mail: fien- level of concern with unseen threats to national secu-
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Developed almost a century ago, the polygraph—
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lieve that modern technology can detect these evildo- 2. WILLIAM MOULTON MARSTON, THE FRYE
ers with precision and before they can do their dam- CASE, AND WONDER WOMAN
age. This belief is promulgated in numerous television

Although precursors for the psychophysiological de-
dramas that portray polygraph tests and other Oletec'tection of deception go back to the nineteenth cen-

tion technologi_es as accurately reveali_ng h_idde_n truthstury, we can trace the idea of using physiological
about everything from whether a suitor is lying 10 rocordings—in particular, systolic blood pressure to
prospective parents-in-law to which of many possible eaqyre deception in laboratory and legal settings to
suspects has (_:onjmltted_ some hldeo_us crime. Unfgrtuwn”am Moulton Marston, largely while he was a grad-
nately, the belief in precise lie detection lacks a scien- \ ate student at Harvard University from 1915 to 1921.
tific foundation. The best available technologies donot |4 the now famous 1923 case &Fye v. United
perform nearly as well as people would like or as tele- gates, the defense unsuccessfully attempted to intro-
vision programs and movies suggest. This situation is duce Marston’s expert testimony as to the innocence of
unlikely to change anytime soon. the defendant on the basis of his systolic blood pres-

The NRC committee concluded that, rather than ex- sure test. According to Marston [8], Frye was accused
panding the use of polygraph testing, security agen-of murder in the District of Columbia and, after first
cies and the Department of Energy (DOE) in particular, denying all knowledge of the event, confessed and pro-
should seek to minimize the use of the tests and to findvided police with correct details of the killing. A few
strategies for reducing threats to public safety and na-days later, Frye recanted the confession, claiming that
tional security that rely as little as possible on the poly- he admitted to the crime because he had been promised
graph. Although the committee’s focus was not on the a share of the reward for his own conviction. Marston
use of the polygraph for forensic purposes, the commit- then gave Frye his deception test in a D.C. jail and
tee’s report suggests that courts that are skeptical aboufound his claim of innocence to be truthful. Marston’s
the validity of polygraph evidence are well justified in testimony was excluded at trial and Frye was convicted
their skepticism. of murder. His conviction was appealed on the ground

Although the committee’s report was widely hailed that the judge erroneously excluded Marston's testi-
in the newspapers and the scientific community as theMony. On appeal, the circuit court affirmed the trial
death knell to polygraph security testing, it was not ex- 1Udge’s ruling on the following basis:

actly welcomed by the government agencies responsi- Just when a scientific principle or discov-
ble for national security. And the committee’s sponsor, ery crosses the line between the experimen-
the DOE, was slow to respond. In an announcement tal and the demonstrable stages is difficult
in the Federal Register in April 2003, the department to define. Somewhere in this twilight zone
finally publicly acknowledged the committee’s report the evidential force of the principle must be
but said that, in the absence of an alternative to the recognized, and while courts will go a long
polygraph, it planned no changes in its polygraph pol- way in admitting expert testimony deduced
icy. This announcement was greeted with surprise by from a well-organized scientific principle
many in the U.S. Congress, including the two senators or discovery, the thing from which the de-
from New Mexico, the home of Los Alamos National duction is made must be sufficiently estab-
Laboratory, both of whom serve on the DOE senate lished to have gained general acceptance in
oversight committee. The senators scheduled a hear-  the particular field in which it belongs. We
ing on DOE'’s policy, which we describe in more detail think the systolic blood pressure deception
below. test has not yet gained such standing.

The polygraph has a long and checkered scientific  The Frye “general acceptance” test became the dom-
and legal history. In the next section, we briefly sum- jnant rule governing the admissibility of scientific ex-
marize some of that history and explain the title of pert testimony over the next 70 years (see [3]). Most
this paper. Then we outline the conclusions from the courts refused to admit testimony about polygraph evi-
committee’s report and, in the penultimate section, we dence, often with reference to Frye, and this continues
describe the events surrounding a hearing of the Senatgo the present day.

Subcommittee on Energy that took place on Septem- Marston went on to prominence as an advocate of
ber 4, 2003. the polygraph and later as the creator in 1940 of the
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first female comic book action hero—Wonder Woman. of the polygraph for personnel security screening, the
Along with her Amazonian training, Wonder Woman committee examined all available evidence on poly-
was known for the special powers of her equipment, graph test validity, almost all of which comes from
including a magic lasso that “was unbreakable, infi- studies of specific-event investigations.
nitely stretchable, and could make all who are encir- The validity of polygraph testing depends in part on
cled in it tell the truth.” Wonder Woman’s magic lasso the purpose for which it is used. When it is used for
is an icon of the modern myth of the invincibility of the a specific-event investigation (e.g., after a crime), it
polygraph. Thus the title of this paper. The truth about is possible to ask questions that have little ambiguity
the polygraph is that it is far from perfect, even when (such as, “Did you see the victim on Monday”), so it
focused on specific events and when the base rate ofs clear what counts as a truthful answer. When used
deception is likely to be high. Wonder Woman’s magic for screening, such as to detect spies or members of a
lasso is indeed fiction. terrorist cell, there is no known specific event being in-
In 1993, inDaubert v. Merrell Dow Pharmaceuti- vestigated, so the questions must be generic (e.g., “Did
cals, Inc., the U.S. Supreme Court outlined the current you ever reveal classified information to an unautho-
test for the admissibility of scientific evidence in the rized person?”). It may not be clear to the examinee
federal courts. The Daubert test, codified in eel- or the examiner whether a particular activity justifies a
eral Rules of Evidence in 2000, requires trial court “yes” answer, so that examinees may believe they are
judges to be gatekeepers and to evaluate whether thé/ing when providing factually truthful responses, or
basis for proffered scientific, technical or other spe- Vice versa. Such ambiguity necessarily decreases the
cialized knowledge is reliable and valid. Daubert re- accuracy of the test. Validity is further compromised
placed the general acceptance test of Frye, a test stilvhen tests are used for what might be called prospec-
used in many states, including several of the largesttive screening, for example with people believed to be
states in the country (e.g., New York, California, Illi- risks for future illegal activity, because such uses in-
nois and Florida). However, more and more, courts in Volve making inferences about future behavior on the
Frye jurisdictions apply a hybrid test that incorporates Pasis of information about past behaviors that may be
a large measure of the sensibilities of Daubert into it. quite different (e.g., does visiting a pornographic web-
These sensibilities are consistent with most scientists’ Site, or lying about such activity on a polygraph test,
predilections—that hypotheses gain strength from hav-Predict future sex offending?).
ing survived rigorous testing. ~ Our study_[l] e_‘xamlned the basic science underly-
Despite the general consistency in basic outlook INg the physiological measures used in polygraph test-
about how proffered evidence such as the polygraphing and the available evidence on polygraph accuracy
must be evaluated on the basis of its scientific merit, IN actual and simulated investigations. With respect to
actual court decisions regarding the use of polygraphsthe basic science, the study concluded that, although
vary widely. Some of this variability comes from the Psychological states associated with deception (e.g.,
great range of legal contexts in which polygraph evi- f€ar of being correctly judged deceptive) do tend to
dence arises. In general, courts divide into three campsffect the physiological responses that the polygraph
regarding the admissibility of polygraph test results: Measures, many other factors (e.g., fear of being in-
(1) many apply a per se rule of exclusion to such ev- correctly judged deceptive) also affect thosg responses.
idence, (2) a significant number of jurisdictions permit SUch phenomena make polygraph testing intrinsically
the parties to stipulate, prior to the test's administra- SUSCEPtible to producing erroneous results.
tion, to the admissibility of the examiner's opinion con- 10 @SSess test accuracy, the committee sought all
cerning the test results, (3) other jurisdictions mandateava”able published and unpublished studies that could

that trial courts determine the admissibility of poly- prOV'de releva_nt evidence. _The quality of the stud-
graphs on a case by case basis and can allow pongraptHes was IO.W’. W'Fh few exceptions. Moreover, there are

evidence, subject to the discretion of the trial court. inherent !lmltatlons to the research methOdS' La_bora-
tory studies suffer from lack of realism. In particu-

lar, the consequences associated with lying or being

judged deceptive almost never mirrored the serious-

As we noted at the outset, DOE asked the NRC to ness of these actions in real-world settings in which the
conduct a thorough study of the validity of polygraph polygraph is used. Field studies are limited by the diffi-

testing. Although the NRC was asked to focus on usesculty of identifying the truth against which test results

3. THE NRC STUDY
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should be judged and lack of control of extraneous fac- with added standard error bounds because we judged
tors. Most of the research, in both the laboratory and in it important to make the variability in results visible
the field, does not fully address key potential threats to and because our internal analyses of the characteris-
validity. tics of the studies left us suspicious that the variabil-
The study found that, with examinees untrained ity was nonrandom. Polygraph accuracy likely depends
in “countermeasures” designed to “beat” the test, on unknown specifics of the test situation, and we did
specific-incident polygraph tests “can discriminate ly- not want to create the impression that there is a sin-
ing from truth telling at rates well above chance, gle number that can appropriately be used to describe
though well below perfection” (NRC [1], page 4). For polygraph accuracy across situations. The committee
several reasons, however, estimates of accuracy fromwas concerned that, if it provided any such number,
these studies are almost certainly higher than actualsome would too easily misconstrue that number as the
polygraph accuracy of specific-incident testing in the committee’s consensus finding about polygraph accu-
field. Laboratory studies tend to overestimate accuracyracy. This reluctance to use a summary number was
because laboratory conditions involve much less varia-enhanced by our recognition that claims about poly-
tion in testimplementation, in the characteristics of ex- graph accuracy are most commonly expressed in terms
aminees, and in the nature and context of investigationsof percent of correct results. The usual accuracy index
than arise in typical field applications. Observational gives a value of 50% for a test that performs at a chance
studies of polygraph testing in the field are plagued by level, and the committee did not want to leave the seri-
selection and measurement biases, such as the inclueus misimpression that the polygraph, which performs
sion of tests carried out by examiners with knowledge better than chance, could therefore catch most of the
of the evidence and of cases whose outcomes are afspies who take it.
fected by the examination. In addition, they frequently The second way of summarizing the data pre-
lack a clear and independent determination of truth sented calculations of the results of hypothetical se-
and are unlikely to include many of the cases with ries of polygraph examinations in hypothetical large
ambiguous polygraph readings that would contribute populations with known proportions of liars and truth-
to a measure of inaccuracy. Due to these inherent bi-tellers. The committee assumed a beyond-the-best-
ases, observational field studies are also highly likely case accuracy for the polygraph—a greater level of
to overestimate real-world polygraph accuracy. accuracy than scientific theory or validation research
How then could the committee summarize 0 all of suggested could be achieved by field polygraph tests,
this evidence in a simple form without appearing to de- even in specific-incident investigations. A beyond-the-
liver a message consonant with Huff’s 1954 book [7]? best-case assumption was considered appropriate be-
This was our dilemma. The committee struggled with cause it had the same implications for policy as an
what simple representation would best capture the fea-assumption that might have been closer to accurate.
tures that we extracted from our empirical investigation The practical implications of any accuracy level de-
of polygraph studies and their accuracy. One was Fig-pend on the application for which the test is used. The
ure 1, a “scatterplot” showing the sensitivity and speci- committee presented two tables, one for a screening
ficity figures derived from each of the 52 laboratory application with a very low proportion of deceivers;
studies that met the committee’s quality criteria (the the other for a criminal investigation setting in which
results of each study are connected by lines), overlaidonly suspects are tested, so that the proportion of de-
with curves representing the accuracy scores encom-<eivers is much higher. The tables were presented as
passed by something like the interquartile range of the frequencies in hypothetical populations rather than as
experimental results. (Since there does not exist a natprobabilities because of research in cognitive psychol-
ural definition for quartiles for multivariate data of this ogy that shows that representations as frequencies are
nature, the committee first computed the area under thebest for avoiding cognitive errors among recipients
curve for each study, rank-ordered the values df, (e.g., see the work of Gigerenzer and his collabora-
and then used symmetric curves corresponding to thetors [5, 6]).
quartiles for these values. These curves also happen to The committee included Table 1 in the executive
enclose approximately 50% of the data points as well.) summary of the report (it is Table S-1 there) to repre-
The committee chose this scatterplot, which includes sent beyond-the-best-case polygraph accuracy in two
essentially all of the relevant data on accuracy from the modes, in a screening application to a hypothetical
studies, rather than a single summary statistic or onepopulation of 10,000 examinees of whom ten are guilty
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FiG. 1. Sensitivity and false positive rates in 52 laboratory datasets on polygraph validity. Notes: Points connected by lines come from
the same dataset. The two curves are symmetrical receiver operating characteristic curves with accuracy index (A) values of 0.81and 0.91.
Source: Figure 5-1from NRC [1].

of a target offense, such as espionage. In the “sus-ing innocent. Further investigation of all 1,606 people
picious mode,” the test is strict enough to correctly would be needed to find the eight spies. In the “friendly
identify 80% of deceptive examinees. Accordingly, mode,” the test protects the innocents. Only about 39
it identifies eight of the ten spies, but also falsely innocent employees would fail the test, but eight of the
implicates 1,598 innocent employees. Someone whoten spies would “pass” and be allowed to continue do-
“failed” this test would have a 99.5% chance of be- ing damage. This reading of the numbers in the table is

TABLE 1
Expected results of a polygraph test procedure with better than state-of-the-art accuracy in a
hypothetical population of 10,000National Laboratory employees that includes ten spies.
Source: Adapted from NRC [1], Table S-2

Examinee'strue condition

Test result Spy Nonspy Total
(A) Suspicious mode: Test is set to detect the great majority (80%) of spies.

“Fail” 8 1,598 1606
“Pass” 2 8392 8394
Total 10 9990 1Q000
(B) Friendly mode: Test is set to protect the innocent.

“Fail” 2 39 41
“Pass” 8 9951 9959

Total 10 9990 10000
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a simple illustration of Bayes theorem, but we did not to discriminate between lying and truth-telling among
mention this in the executive summary! The committee people who do not admit to crimes.
concluded that for practical security screening applica- Overconfidence in the polygraph—a belief in its
tions, polygraph testing is not accurate enough to rely accuracy that goes beyond what is justified by the
on for detecting deception. The table was later to play evidence—presents a significant danger to achieving the
a prominent role in the public discussion of the report. objectives for which the polygraph is used. In na-
Reasonable people may disagree about whether dional security applications, overconfidence in poly-
test with these properties is accurate enough to use irgraph screening can create a false sense of security
a particular law enforcement or national security appli- among policy makers, employees in sensitive positions
cation. We cannot overemphasize, though, that the sci-and the general public that may in turn lead to inappro-
entific evidence is clear that polygraph testing is less priate relaxation of other methods of ensuring security
accurate than these hypothetical results indicate, eversuch as periodic security re-investigation and vigilance
for examinees who are untrained in countermeasuresabout potential security violations in facilities that use
Additionally, it is impossible to tell from the research the polygraph for screening. It can waste public re-
how much less accurate: accuracy in any particular ap-sources by devoting to the polygraph funds and energy
plication depends on factors that remain unknown. that would be better spent on alternative procedures.
The committee did not discuss how best to repre- It can lead to unnecessary loss of competent or highly
sent the findings on polygraph accuracy for other ap- skilled individuals in security organizations because of
plications. It is possible that for some applications, the suspicions cast on them by false positive polygraph ex-
difference between a beyond-the-best-case assumptio@ms or because of their fear of such prospects. And it
and some other plausible assumption would have beerfan lead to credible claims that agencies that use poly-
consequential from a policy perspective, and the com- graphs are infringing civil liberties for insufficient ben-
mittee might have chosen a different strategy for repre- €fits to the national security.
senting its findings. It may be harmless if television fails to discriminate

Advocates for the polygraph typically offer two jus- between science and science fiction, but i_t is danger-
tifications for using polygraph testing as an inves- OUs when govern_ment does.not know the _dlfference. In
tigative tool. One is based on validity: the idea that Our work conducting the National Academies study, we
test results accurately indicate whether an examinee isc@me across many officials in intelligence, counterin-
telling the truth in responding to particular questions. telligence, and law enforcement agencies who believe
The other is based on utility: the idea that examinees, thatif there are spies, saboteurs, or terrorists working in
because they believe that deception may be revealed€nsitive positions in the federal government, the poly-
by the test, will be deterred from undesired actions that 9raph tests currently used for counterintelligence pur-
might later be investigated with the polygraph or in- Poses will find most of them. Many such officials also
duced to admit those actions during a polygraph exam-believe that experl.enced examiners can easily identify
ination. The two justifications are sometimes confused, PEOPIe who are using countermeasures to try to beat the
as when success at eliciting admissions is used to sup€st Scientific evidence does not support any of these

port the claim that the polygraph is a valid scientific P€liefs; in fact, it goes contrary to all of them.
technique. It can also be dangerous if courts or juries are over-

On the basis of field reports and indirect scien- confident about polygraph accuracy. If jurors share the
tific evidence, we believe that polygraph testing is Misunderstandings that are common among counter-
likely to have some utility for deterring security vio- intelligence experts and television script writers, they

lations, increasing the frequency of admissions of such&€ likely to give undue credence to any polygraph
violations, deterring employment applications from evidence that may be admitted as evidence. The dan-

potentially poor security risks and increasing public 9€'S aré even greater as polygraph testing expands into
confidence in national security organizations. Such forensic applications that are not subject to strong chal-

utility derives from beliefs about the procedure’s valid- '€N9€ in adversarial processes.
ity, which are distinct from actual validity or accuracy.
Polygraph screening programs that yield only a small
percentage of positive test results might be useful for On April 14, 2003, the DOE issued a notice in the
deterrence, eliciting admissions and related purposesFederal Register to retain the use of polygraph screen-
This does not mean that the test results can be relied onng in the facilities it operates, saying that the decision

4. THE GOVERNMENT RESPONSE
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was made in light of the current national security en- outlined the extent to which the DOE had distorted or

vironment, the ongoing military operations in Iraq and misrepresented the committee’s conclusions and rec-
the war on terrorism. The notice and the accompanyingommendations. We also noted that the DOE’s decision
statement made explicit reference to the committee’swas incompatible with our recommendations.

report as follows:

DOE is undertaking this action, among
other reasons, to satisfy the requirement
of section 3152 of the National Defense
Authorization Act for Fiscal Year 2002 to
prescribe regulations consistent with the
Congressionally-specified purpose of mini-
mizing the potential for release or disclosure
of classified data, materials, or information.
Section 3152 further requires DOE, in for-
mulating regulations, to take into account
the National Academy of Sciences’ Poly-
graph Review.

The NAS Polygraph Review found that
scientific evidence regarding polygraph va-
lidity is sparse and of low quality. The
NAS’s main conclusion is that polygraph
testing is accurate enough for event specific
investigations but that its costs outweigh its
benefits when used for employee screening.

However, in the alternative, the NAS
report also concluded that if polygraph
screening is used as a trigger for detailed
follow-up investigation, and is not the ba-
sis for adverse personnel action, “[t]here are
good theoretical reasons to think appropri-
ate procedures of this sort would improve
detection of deception.”

The notice of proposed rulemaking pro-
poses to retain DOE’s existing regulations
because they are consistent with the statu-
tory purpose of minimizing the risk of dis-
closure of classified data and because they
are compatible with the NAS’s alternative
conclusion that polygraph screening, if ap-
plied as a trigger for follow-on tools versus
as a basis for personnel action, can improve
detection of deception. (DOE Press Release,
April 14, 2003).

The evening before the hearing, as one of us (SEF)
was waiting on the airplane on his way to Washington,
there was a call on my cell phone from Mr. McSlarrow.
He said,"l wanted you to hear directly from me person-
ally that the DOE has changed its mind, and | will ex-
plain the details in my testimony tomorrow.” A copy
of the testimony was faxed to the NRC offices that
evening and we had a chance to quickly peruse it in
the morning just before the hearing began.

That next morning, the hearing commenced
promptly at 10 a.m. Deputy Secretary McSlarrow be-
gan his testimony as follows:

[T]he NAS study was published in Octo-
ber 2002.

As a result of the statutory directive, we
published a notice of proposed rulemaking
on April 14 of this year. In that notice, the
Department indicated its then current in-
tent to continue the current polygraph pro-
gram under a new rule. At the same time,
the Secretary recognized that in the longer
term some changes might be appropriate,
and therefore we asked explicitly for pub-
lic comment during a period which ended
on June 13 of this year.

The Secretary then directed me to con-
duct a review of the current policy and to
make recommendations based on my re-
view. | have worked closely with the NNSA
Administrator and the three directors of the
nuclear weapons labs, and | have discussed
these issues with counterintelligence pro-
fessionals, polygraph experts, and as part of
that review, | have also had access to clas-
sified summaries prepared by other Federal
agencies.

| have recently completed that review
process. Let me say up front that this is one
of the most difficult public policy issues |

The Senate Committee on Energy and Natural Re-
sources announced plans for a hearing on September 4,
2003, regarding the DOE Polygraph Program. There
were to be two witnesses: Deputy Secretary of Energy
Kyle McSlarrow and Stephen E. Fienberg, reporting
from the NRC committee. We planned the NRC testi-
mony based on the April 14 DOE notice and basically

have had to confront. There is something al-
most talismanic about polygraphs, and that
is something | can personally attest to since
both the Secretary and | took a polygraph
exam early in our tenure at the Department.
| found many of the NAS's concerns
about the validity of polygraph testing to be
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well-taken. | personally discussed this issue,
as | know you have, Senator, with many em-
ployees of the Department, some of whom
feel quite strongly that the polygraph is a
dangerous tool that either has or will de-
prive us of the very talent that is needed to
support our national security programs. And
yet, as a policymaker, | have concluded that
the utility of polygraphs is strong enough
to merit their use in certain situations for
certain classes of individuals and with cer-
tain protections that minimize the legitimate
concerns expressed by the National Acad-
emy of Sciences, employees of the Depart-
ment, and other observers.

| am, therefore, recommending to the
Secretary that we propose substantial chan
ges to how we use the polygraph in the con-
text of our counterintelligence program. In
doing so, | carefully weighed considerations
of fairness to employees with national secu-
rity objectives, and throughout | was guided
by the NAS report, a study of considerable
rigor and integrity, both in the sense of what
it tells us about what we know and do not
know about scientific evidence relating to
the polygraph and in its willingness to make
clear the limitations under which the study
was conducted.

He then summarized the changes that he was recom-
mending to the current polygraph program, identifying
the considerations he concluded were most important
taking into account the NAS report. These changes
included scaling back the polygraph program from a
current estimated number of 20,000 people to approxi-
mately 4,500.

In the questions and answers after this testimony,
there was the following exchange with Senator Jeff
Bingaman (D-New Mexico):

Senator BINGAMAN. Thank you very
much. Let me also commend you and the
Department for taking the academy’s study
seriously at this point. That is how I inter-
pret your testimony. Frankly, | was not per-
suaded, when the earlier rulemaking came
out, that there had been a serious effort in
the Department to review what the academy
had come up with and concluded. | appre-
ciate the fact that you have decided to re-
duce the number of individuals who would

be subject to polygraph exams because of
what you interpret out of the National Acad-
emy study.

| still have a problem, and let me just
state it very generally, and then | will ask
you a couple of questions. It strikes me that
what the academy determined was that use
of the polygraph exam as a screening tool
was unreliable and that therefore they did
not recommend doing so. What you are now
concluding is that because of the academy’s
study, the Department is going to continue
to use it as a screening tool but not as much.
That seems to me to be better than where we
were, but it certainly is not where the logic
would lead us.

This table that is in the National Acad-
emy study, Table S-1, seemed to me, fairly
important in its conclusions. As | read
that table, it said that out of a population
of 10,000, there would be about 1,600 who
would give false positive results or, if given
a polygraph test, would be shown to be ly-
ing essentially or misleading, but it would
be a false indication. They also indicated
that if there were ten spies in that group
of 10,000, two of those would go unde-
tected.

By reducing the number of people who
take the test, we are now saying that, say,
4,500 would be subject to the test; plus,
a certain percentage of this pool of 6,000
would be randomly tested. So we would
perhaps see 5,000 individuals that would
be tested each 5 years. That is just an es-
timate that seemed to me to be consistent
with what you are saying.

So under the academy’s table, 5,000 is
half of 10,000. Therefore, you would have
800 false positives instead of 1,600. That
still seems to me a large number of scientists
or others in our employ or in the employ of
these contractors who would be placed un-
der suspicion, inappropriately placed under
suspicion. And | would be interested in your
thoughts as to why that can be justified in
light of what the academy has found?

Mr. MCSLARROW. | do not have the
table in front of me, but | have stared at
it so many times | think it is imprinted on
my mind at this point. [Laughter.] The NAS
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study moved me. | was in a different place
as a matter of personal opinion than | am
today. So it moved me probably not as far
as the NAS would want me to go, but it did
clearly have an effect on my thinking and
| think the thinking of the Secretary.

To go to the point, you are quite correct.
If all we were doing was reducing the num-
ber, we would just reduce the problem. We
would not have eliminated the problem of
false positives. And that is why | think it is
important to think of this as a two-pronged
approach. Regardless of what the numbers
are, if the only result of a false positive—
not that this is unimportant—is to take time
and resources of the Department in order to
see in a further investigation whether or not
there is anything to the false positive, and
ultimately a polygraph result, a positive one,
does not result in any adverse decision to
the employee, then | would argue you have
taken care of the false positive problem. You
have not addressed, of course, the false neg-
ative, which is an entirely different set of
problems.

My oral testimony sounded very different from the
document we had prepared and which had been made
available for the press and others. In it, | (SEF) sum-
marized what we (Paul Stern and SEF) had gleaned to
be the main changes in policy being proposed and how
they fit with the committee’s conclusions and recom-
mendations.

One, do fewer tests. That has two com-
ponents. Do testing of restricted groups in
highly classified settings, and with this is a
new definition of what should be top secret.
And secondly, random screening, some-
thing | will come back to. | want to note
that although there are fewer tests, there are
still a lot of tests, and with the large num-
ber of tests, we still get the attendant false
positives and false negatives.

The second change is do less with the re-
sults of the tests. Although it was not in
his oral testimony, in the written testimony
Deputy Secretary McSlarrow talked about
treating the results as more akin to anony-
mous tips than definitive evidence of de-
ception. | think that if the Department got
an anonymous tip about an employee, it

would not lead to a full-bore investigation.
... There s clearly a problem with a positive
test result because there is not a backup test.
Once somebody tests positive on a poly-
graph, there is nothing that science has to
offer for the Department and the security
program to do as a follow-up test. Doing an-
other polygraph is simply not good enough.

There is a second component to this
change of doing less, and that is that there
should be no adverse decision on access
based solely on the results of the polygraph
and also a recommendation to rely on the
polygraph less for accelerated clearance.
This is important in light of the false neg-
ative problem. | said | wanted to come back
to random screening. That was my third
item. This is random screening for deter-
rence. | want to emphasize that in our re-
view of the literature on the polygraph, we
found no scientific evidence in support of
the deterrent effect of the polygraph. That
does not mean that it does not exist. It is that
we have never done a serious investigation
of it, and especially deterrence for possible
spies.

The Deputy Secretary—this is my fourth
point—talked about anecdotal reports of ad-
missions. We, in the course of our deliber-
ations, heard many anecdotal reports. We
never received written documentation that
would allow us to assess them carefully
or to put them in context where their sci-
entific usefulness could be assessed. Point
five, do more research. | can only applaud
the Deputy Secretary’s support for our po-
sition on this. He suggested in the written
testimony that we do not know much about
the polygraph, but | want to say that we do
know something about its limits and they
suggest that it simply is not up to the task
that we have before us. We should not ex-
pect to make the polygraph better, but we
should look for better approaches.

| concluded with the following remarks:

So while there still may be a place for
polygraph testing in the labs for investiga-
tions and for small humbers of individu-
als with access to the most highly sensitive
classified information, if the test’s limited
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accuracy is fully acknowledged—and this
is what the DOE is now proposing to do
at least in part—the question is how lim-
ited. In his statement today, Deputy Secre-
tary McSlarrow suggests he agrees with the
committee that the broad use of this flawed
test for screening will probably do more
harm than good, and we believe that na-
tional security is too important to be left for
such a blunt instrument.

Let me just conclude by reminding you
that polygraph testing rests on weak scien-
tific underpinnings despite nearly a century
of study. Much of the available evidence
for judging its validity lacks scientific rigor,
and our committee sifted that evidence and
the report makes clear the limitations of the
polygraph for the present context. Search-
ing for security risks using the polygraph is
not simply like a search for a needle in a
haystack. It is true that of the large group
of people being checked, only a tiny per-
centage of the individuals examined may
be guilty of the targeted offenses. Unfor-
tunately, tests that are sensitive enough to
spot most violators will also mistakenly
mark large numbers of innocent test-takers
as guilty, and tests that produce few of these
types of errors, such as those currently used
by the DOE, will not catch the most major
security violators and still will incorrectly
flag truthful people as deceptive, both kinds
of errors. Thus, the haystack analogy fails to
recognize that unacceptable tradeoff | men-
tioned earlier in my testimony.

Our committee concluded that the Gov-
ernment agencies could not justify their
reliance on the polygraph for security
screening. Today'’s testimony and the new
proposals seem much more consistent with
the scientific evidence. As a Nation, we
should not allow ourselves to continue to
be blinded by the aura of the polygraph. We
can and we should do better.

the hearing ended with the following exchange:

Senator BINGAMAN. Let me just ask
a final question about this Atomic Energy
Commission decision in 1953 to terminate
their polygraph program at that time. This is

information | believe you have come across
in your studies. Could you give us any more
information on that?

Dr. FIENBERG. At the time that we were
preparing our report, | confess | did not
know very much about this study. Nobody
had brought it to our attention. Actually, as
the report was undergoing revision, a his-
torian, Ken Alder, who had done some
research on the history of the polygraph,
shared with me a number of documents,
including some relatively recently declas-
sified documents about what happened.
Following the Manhattan Project, the AEC
actually began a polygraph screening pro-
gram at Oak Ridge in the 1940’s. It was
initiated by Leonard Keeler, who was one
of the original creators of the physical ma-
chine we call the polygraph today, and at
the time the foremost polygraph tester. He
started out with a couple of hundred tests,
and within six months, they were screening
all of the major employees at the labs. At
one point—it is a little hard to get the num-
bers from the released documents—well
over 5,000 people were undergoing regu-
lar polygraph screening, not by Keeler but
by a contractor from the outside. All of this
may sound sort of eerily familiar as we look
backward. It involved testing managers, sci-
entists, engineers, technical workers, and
then later contractors. Initially Keeler found
nine people who admitted to having stolen
product material as a result of the polygraph
tests. When that was subject to closer exam-
ination and extended review, it turned out it
was all a hoax. In fact, the polygraph had
detected nothing at all.

Senator BINGAMAN. The polygraph
had detected nothing in the sense that they
may have stolen the material?

Dr. FIENBERG. No.

Senator BINGAMAN. Oh, they did not
steal any material?

Dr. FIENBERG. It wasn't stolen mater-
ial. It was a hoax. The polygraph [exam-
iner] believed people when they admitted
having done things. By 1952, the hue and
cry was so great that the AEC was forced
to set in motion a scientific review, and
they created a five-person panel of what
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| would label as polygraph-friendly scien-
tists, people who actually had either done
studies or supported scientific articles. They
reviewed what went on at the Oak Ridge
facilities and pointed out that even though
the polygraph had considerable value, there
were major problems with the program at
the time. There was Senate action. Senator
Wayne Morse actually spoke out at length
against the polygraph, and a bill was intro-
duced in Congress to do a detailed scientific
study at one point.

In March 1953, almost 50 years to the
day prior to the DOE announcement in
the Federal Register, the Atomic Energy
Commission issued a statement withdraw-
ing the program as a result of both the ob-
jections and the concerns expressed by the
polygraph-friendly scientific panel.

So it is an interesting episode. What for
me is especially interesting is that in the
intervening 50 years, we seem not to have
learned much from that original lesson. We
did not learn much science, except that
maybe we more fully understood the limita-
tions of the polygraph, and we did not learn
about the implications of trying to impose a
large-scale security screening program on a
major facility in the absence of other kinds
of security measures.

Senator BINGAMAN. | think that is a
useful history for us to have in mind. So
thank you very much for relating that, and
thanks again for the report and for your tes-
timony.

Whereupon, at 11:17 a.m. the hearing was ad-
journed. We left the hearing room with other staff from
the NRC in amazement. Our report had had a real im-
pact on public policy, although not as big an impact as
we might have liked! And clearly, the thought and ef-
fort that had gone into the presentation of the data and
the results, and in particular into the two tables, had
paid. This was not a case of “how to lie with statistics,”
but the reverse. It was a triumph for careful statistical
analysis and presentation, telling the truth about what
we know about attempts to detect lying.

5. CONCLUSIONS

At the outset, we explained the seemingly com-
pelling desire for a device that can assist law enforce-
ment and intelligence agencies to identify criminals,
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spies and saboteurs when direct evidence is lacking.
The polygraph has long been touted as such a device. In
this article and in the NRC report on which it draws, we
explain the limited scientific basis for its use, the deep
uncertainty about its level of accuracy and the fragility
of the evidence supporting claims of accuracy in any
realistic application.

How should society, and the courts in particular, re-
act to such a situation? At a minimum they should be
wary about the claimed validity of the polygraph and
its alternatives for use in the myriad settings in which
they are used or proposed for use. This is especially
relevant to current forensic uses of the polygraph. We
believe that the courts have been justified in casting a
skeptical eye on the relevance and suitability of poly-
graph test results as legal evidence. Generalizing from
the available scientific evidence to the circumstances
of a particular polygraph examination is fraught with
difficulty. Further, the courts should extend their reluc-
tance to rely upon the polygraph to the many quasi-
forensic uses that are emerging, such as in sex offender
management programs (see the discussion in [4]). The
courts and the legal system should not act as if there is
a scientific basis for many, if any, of these uses. They
need to hear the truth about lie detection.

As this paper was going to press in January 2005, the
Department of Energy finally announced its proposed
revised polygraph rules in the Federal Register [2].
They provide a detailed plan for implementing the
plan outlined in Deputy Secretary McSlarrow's Sep-
tember 2003 testimony. But no other federal agency
has stepped forward with a plan to curb the use of
polygraphs. All of them have heard the truth about
polygraphs as we know it, but they have failed to ac-
knowledge it by action.
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